PGPticket - A Secure Authorization Protocol

Vinnie Moscaritolo, Chief Consulting Engineer
Network Associates - Total Network Security Division
<vinnie@vmeng.com

Abstract

The control ofuser accessthrough secret passwordsnd centralized authentication
databases dates back to early timeshare systems. However, this strategy is no longer scaleable
or secure enough for today’s highly distributed, Internet based services.

This paperdiscusses thémitations of traditional userauthenticationand authorization
methods and offers single sign-on alternate using strong-cryptographyandthe same PGP
key infrastructure that is widely deployed on the Internet today. PGPtickghtaeight but
very secure authorization protocbhsed onthe SPKland OpenPGPstandards isdesigned to
control access ofervices over public network. PGPtickegrantsand transfers useraccess
privileges through authorization certificates signed with strong public key cryptography.

Rethinking User Authentication

It's time to rethink how weperform user
authenticationand authorization — the process by
which we establish the genuineness ofuser's
identity and what weallow them to access over a
network.

The widespread acceptance tiie Internet has
introduced changes inhow we access computer
services. Timesharsystemshave been replaced by
Internet-based webserverand datacommunication
sessions are no longesheltered bythe privacy of
direct connections. User authentication information
which was previously private is nolroadcast over
public networks and available to anyone withagket
sniffer and the right opportunity. Consequently, many
of the existing computer securitypractices are
insufficient to handlethe broaderthreatsfound in an
open network.

We can nodonger live with thefalse sense of
security that our existing infrastructures adequately
protected. To securely participate dhe Internet
today, one must appreciate that ataganot protected
by strong encryption is open taccess by nefarious
individuals.

Attacking Network Services

Ensuring the secure authentication of the user —
the human being sitting at theyboard — is one of
the most critical factors in protectingcomputer
services from unwantethtrusion. Yet many of the
authentication systemsused today by network
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services are vulnerable to attaskh techniquesthat
are both well-known to hackeenddifficult to defend
against°ERT,

Password Guessing

Although generally considered a crude form of
attack,automated passworguessingcan sometimes
be an effective way to breakto network services. A
guessing attack can use a brigree method — trying
every combination of consecutiveharacters — or a
more sophisticated dictionary attack where the
program applies only valid words and names.

Passwordguessing attacksan be performed
either on or offline. In an on-line attack, arggram
simulates a user performing a netwadrverlogin,
trying each password combination until it's
successful. In most casebere are easy ways folil
this kind of attack, such as locking out the mot or
alerting the system administratafter anumber of
consecutive unsuccessful attempts.

Off-line attacks,however are avhole different
matter. Off-line passwordguessing attackoccur
when the attacker is first able to obtain a copy of the
servers password databasélhis usually involves
exploiting anindirect serversecurity weakness, such
as readinghe databaseoff a system backup set or
using aweb servercgi-script. Once acgired by the
attacker, thedatabasecan beanalyzedfor potential
passwords irthe relative safety ois ownmachine.
In fact, thesepassword databases aseich prime
targets forhackersthat quite a number of utilities
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have appeared on the net to decadd crack password
files.

Replay Attacks

The wide availability of low-costpacket sniffer
and analysis software today enables even a novice
hacker to easily wiretap and capture passwords from a
network. The attackerJocated somewhere on the
same wire as the usandthe serversimply records
the user entering his passd. Laterthe login
session isplayed back tothe host computer,
sometimes from a locatiodifferent fromthe original
recording.

Session Stealing

The attacker watches for a user ioitiate a
network login sequence. Tlatackerthen performs a
denial of service attack othe user bysending a
forged reset packet tahe user'sTCP connection,
causing it to close immediately. Thedtacker then
hijacks the user'swuthenticategession to thaerver,
and is able to access all services for wtiteh victim
was authorized.

Infrastructure Penetration

The infrastructure used to carry Internet
communications depends on software-controlled
routers and name-servers to direetwork traffic. An
attackerwill target theselevices andeprogramthem
to forward or redirect apecific user's networkraffic
to an attacker's computer.

Once the communicationsinfrastructure is
compromised, thattacker is clear tanount a“Man-
in-the-Middle” attack. In this attack, theser’s client
software is tricked into believing that it's
communicating with theserver,but in reality the
packets are directed the atacker'scomputer. Each
message that the ussends isrecordedand relayed to
the intendedrecipient. Man-in-the-Middle attacks are
even effectivewhen client-servecommunications are
encrypted. The user notices n@ss of service and
suspects nothing, but tregtacker is able taead all
traffic, and possibly eveprompt the user to give up
its secret passwords.

Device Penetration

Device penetration attacks often involve the use
of a virus or Trojan horse application. One very
effective attack is to modifthe operating system to
captureall of a user's keystrokesnd sendhem to a
remote attacker foanalysis. For this reasomany
sites now employ anti-viral software.
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An attacker may try to circumvent these security
precautions by modifying a local DNServer to
point to a counterfeit website. The user then
downloadswhat they think is abona-fide software
distribution, but in actuality theyave loaded a
version of the intended software that contains a Trojan
horse. Thedefensefor this scenario is t@et vendors
to digitally sign their distributions.

Social Engineering and Rubber Hose Attacks

The weakestink in any security system is
typically the users themselves. Peopdm be fooled,
coerced, or intimidatedinto giving up secret
information. Passwords caralso be obtained by
shoulder-surfing — watching someortgpe his/her
passwordinto a keyboard. In practicedefending
against these low-tech attacksn very difficult,
because it requiresnanagement ackwledge the
threatand support threat vmareness education of the
users..

User Authentication Methodologies

Fortunately many of thesetechniques for
sidestepping security measures have hmumented
and anumber ofapproaches have been proposed to
prevent unauthorized accE$§8*® In order for us to
begin formulating a security strategy, we must first
understand the strergt, weaknessesnd tradeoffs of
the various user authentication methods available.

Local & Remote Authentication

Authenticationcan beperformed on docal or
remote basis. Whichkcheme isused carhave subtle
but profound security implications.

In a local-authentication scheme, the
authentication material never exits the user's
computer and hence is less likely to beeeded to an
attacker. For example when a user entepassphrase
to mount an encrypted PGPdisk volume, all
authentication is done locally on the user’s computer.

However, in remote-authenticati@ystems, for
instance mounting a network volume, the
authentication material must firstavel to theserver
and then beomparedagainst astoredtemplate. This
procedure requirethat a copy of the authentication
material reside on the serversll. In this case, the
user has relinquished control of his/her sepraterial
to an outside party. Thus theecrecy of this
authentication material not onlyepends on the
security of the methodised to transport the key
material  but also the integrity of theerver.
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Unfortunately, experiencehas proven that asecret
known by more than one person isn't reallperret
at all.

If an attacker manages tibtain even read-only
access to a server’s password datab#sey will then
havethe toolsneeded to neguerade asany of that
server's authorized users. This provides a
vulnerability upon whichattackers can concentrate
their efforts.

Methods of Authentication

There are three factorsed toestablish auser’s
identity or authenticity to a computer, listed in
increasing levels of security: something one has
possession of (a key or badge), something one knows
(a secret password), or something that is unique to the
individual (a fingerprint). These factorsn beused
alone or in combination with each other.

Something One Has

Most peopletoday aleady carry ortheir person
some form ofhardwaretoken which they use to
access a restricted facility or service. These tokens are
usually personal, mobilegnd convenient (they fit in
your pocket), such as eorporate ID badge, ATM
access card, or even a one-time password generator.

However,hardware tokens argeriously limited
when used as asole form of authentication — they
only provide proof that theevice is inthe hand of a
user at the moment of authentication, but not
necessarily theowner ofthe token. If a token is
stolen, itcan be used by an unauthorized individual.
Unless hardware tokens are combined with some other

form of authentication such as a secret password, they *

are usually considered low security.

Hardwaretokens are available in either passive
or active forms. Passive tokens are reallything
more than a convenient key qrassword storage
device. Since these keys are static, they are very
susceptible to a number of attacks, especially the
replay attack. On the other hand, active tokeans be
used toreply to arandom cryptographic challenge.
Properly implemented, thechallenge will be
unpredictable and immune to replay attacks.

Smartcards and recentliye iButtort are a class
of active hardwaretoken that inaddition toacting as
repository for encryptiorand digital signature keys,

! The Crypto iButton™ is dardwaretoken device the size of a

actually have orboardcrypto-engines. Thesdevices
can performall crypto and signing functions on the
card and never require the seckety material toleave
the device.

Since they alsorequire the additon of a
password, this kind of token prevents misuse by an
unauthorized person like a pickpocket.

Something One Knows

Using something one knows — such aseeret
password oPIN — to authenticate a remote user is a
method that hasbeen in use sincahe earliest
timeshare systemand is today’'s most commonly-
adopted authentication technique.Password-based
authentication systems are also watiderstood and
easy toimplement,however wherthey areused for
remote authentication they are also the easiethod
to breach. One reason for this is tlsatret passwords
share many of the same inherent key management and
security issues as secret-key cryptography.

For example here is alist of someproblems
associated with  password-based authentication
schemes.

Passwords intransit are very susceptible to
packetsniffing and replay attacksand therefore
should never be transmitted as cleartedthis
problem can be overcome bwyugmenting the
appropriate network protocelith some form of
encryption. APOPand SPEKE are two such
examples.

Simple textpasswords are extremely vulnerable
to dictionary attacks.

Complex passwords are difficult forusers to
remember and manage.

Passwords are vulnerable to socigineering
attacks.

Although using a secrgtasswordocally can be
sufficiently secure,using a secrepassword to
remotely authenticate results ithat password
being known by at least one other entity — in
this case the server — and thus no longer
“secret”.

2 StrongPassword-Only Authenticated Key Exchange (SPEKE)
uses cryptographic techniqusesnilar to theDiffie-Hellman key
exchange method for transporting passwords acrossnsecure

watch battery manufactured by Dallas Semiconductor. See communications channel. For more information SIREKE see
http://www.ibutton.com David Jablon's paper attp://world.std.com/~dpj/
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Something One Is

Using unique, measurable characteristics or
traits of human beings to automaticatgcognize or
verify identity is called biometric authentication.
Fingerprints, retina scansand voice recognition
systems are all examples of biometrics in use today.

These technologies attempt to verify a person’s
authenticity by recording the measurements of human
body parts or personal traits and later comparing them
against a stored template.

Although biometrics are the mosecure of the
three methods, biometric identifiease static and can
be subject to replay attacks. It st to combine
biometrics with another authenticator such aeeret
password.

Multi-factor Systems

By far the best security tactic is to combine
more than one authentication method. Corrupting a
multi-factor authentication systemequires separate
attacks oneach of the methods. For example,
although social engineering or some technatthck
might be able to acquire a secret password without the
attacker everphysically approaching thevictim,
gaining access to a hardware token calls for a physical
attack or theft.This exposes thattacker to a whole
other level of risk. Of course, to be trusecure, a
strong-authentication systemould require that the
user employ all three, anemorized password, a
token, and a biometric.

SecurlD is an example of a multi-facteystem.
SecurlD uses a credit card-sized devicea@ulate the
response to a new time-bas@assword challenge
every 60 secondsThe user enterboth their secret
passwordand the one that iscurrently displayed on
the device (a hash of the current time combined with a
secretkey). This tactic of combining &ardware
token with another authenticator such agassword
is an great improvement over a token alone.

Although there are a fevsophisticated attacks
that can compromise thgecurlDsystem, its biggest
drawback is thatSecurlD requires that its servers
reside in aphysically securelocation. In addition
users must maintain separateauthenticationdevice
for each serversite they wish to access. These

3 The SecurID system is open to denial of service and race
attacks. There are also communication weaknesses when the
SecurlD authentication server must support remote content
servers. For more information see “Weaknesses in SecurlD”
ftp://ftp.secnet.com/pub/papers/securid.ps
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constraints are somewhat impractical farge scale
deployment.

Single Sign-On Systems

One of the security challenges pdssword-based
authentication is defending against automated
passwordguessing and dictionary attacks. Current
practice suggests thatpasswords be composed of
complex variations of alphanumerand punctuation
characters, periodically changed, and not used on more
than oneserver at aime. Not surprisingly,many
corporations have instituted securipplicies which
specify this very password usage etiquette.

The reality is that the limitations dfiuman
memory make it unrealistic texpectthat userswill
memorize more than one or twmasswordgeliably.
In fact, these complepassword guidelines actually
encourage people to resort to grosslynsecure
methods of remembering thepasswordssuch as
writing them downandstoring them in aonvenient
but unprotected location.

Experienceshows that minimizing th@umber
of secret passwords a user needs to remembenhot
greatly improves the usexperienceput also boosts
the overall security of anetworked system. This
presents us with what seems to béilemma — we
wish to impede password-guessing attabks, at the
same time we need to decrease demands on the user.

What is needed is arintegratedsingle sign-on
subsystem, in which theuser authenticates
themselves to the local machitieus giving it the
authority to negotiate all subsequent authentication to
remote services autonomously.

Password Caches and Keychains

One earlysingle sign-on implementation was
the PowerTalkkeychairf. The Keychain was piece
of codethat would intercept servdogins, andrecord
the most commonlysed passwords in a (weakly-
encrypted)local cache. Once unlocked by a user's
master password, th€eychain transparentlgrovided

4 Apple Computer provided the "Keychain" as part of AOCE
System (PowerTalk), which shipped beginning witht&ys7.1.1.

This keychain was used primarily to store AppleShare and
PowerShare server passwords. Although the implementation was
slow and awkwardjts single point of authenticatiofor multiple
services was widely desired. In fact, many useérstalled
PowerTalk exclusively to use the keychain. Afiisrdemisewith

the release of Mac OS7.6, a number ofindependent
implementations of theKeychain were developed fromoth
within and outside Apple.
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authentication when the user lateanted to access a
server.

However, passworcdcaches — in addition to
sharing the same vulnerabilities gassword-based
authentication systems must aldackle the
following issues:

 Many users jugglebetween more than one
computer, such as additional laptop or home
office. The password cache must kept
synchronized across those systems.

* Unless the applications that use thassword
database are designed frahe ground up with
security in mind, anyadvantages gained from
encrypting the passwords can béost. For
instance, what gooddoes encrypting a user
password do ithe file-serverlogin can occur in
Cleartext?

* Integration of single sign-onand two-factor
systems is either awkward or unsecure.

* Unless thepassword cache databasessongly
encrypted,the  theft of a laptopcomputer
containing a user'password cachean have
seriousconsequencefor both the userand the
organization.

» If the application programmingnterface is not
properly designed, the password database could be
accessed by a rog@plication or virusdesigned
to export clandestinely all passwords teemote
attacker.

These weaknesses plaseich limits on the
utility of password caches that they becomesk for
highly secure applications. Fortunatelythere are
other ways to implement single sign-on systems.

Kerberos

The Kerberos authentication system is a popular
single sign-on solutionadopted by many higher
educationinstallations. Kerberos, developed at the
Massachusetts Institute of Technology, uses a
combination of symmetric osecret-key encryption
and distributed databases tauthenticate uselogin
from any computer located on a local network.

Although an ingenious design, itkependence
on symmetric encryption technologytroduced a
number of key management constraints —dberall
security of a Kerberos systedepends orthe trust of
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its authenticatiorservers. Even with theproposed
public-key extensions, a Kerberos syststifl require
synchronization of its participant clocks. Thus to
prevent compromising the entiresystem, the
Kerberos authentication and time servers must be kept
in a restricted area.

These restrictions, althougduite suitable in a
tightly managechetwork environment like a college
or corporatecampus, maké&erberos an inappropriate
solution for the needs ofsmall businesses darge
scale Internet deployment.

Beyond Passwords

Since the inherent securityveaknesses and
management complexities ofpassword based
authentication systems make theimadequate for
remote user authentication over public networks, it is
time that we look beyond passwords.

A modern user authentication systershould
achieve the following goals:

1. Provide asingle sign-on experience; a useeeds
to only rememberone password. Thipassword
is used toauthenticatehim to a local system
which is delegated the authority to sign on to
remote systems.

2. Stronguserauthentication extendable tamulti-
factor methods. The only copy of the
authenticating (secret) material is in the
possession of the user.

3. The systendoesnot dependon a trustedserver
base.

4. If a server is compromised ishould have no
effect on other servers.

5. A system should build on existingnd well
acceptednfrastructuresand must scale tofit a
large base of users and servers.

Fortunately there are a numberarfptographic
technologies available today thegn help accomplish
these goals.

5 SeeBellovin, S.,and M. Merritt, "Limitations of the Kerberos
Authentication System", Computer CommunicationsReview,
October 1990.
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Authentication with Cryptographic Signatures

E-mail communication on the Intern&tces a
security challenge similar to network user
authentication. Since e-mail packets dmmadcast
through public networks, these messagasalso be
eavesdropped on ancbunterfeited by unauthorized
individuals. However e-mail vendors have beeable
to addressthis problem byleveraging public key
cryptography to digitally sign and authenticatenail
messages.

In a public key cryptosystemeach user or
principle generates gair of mathematically-related
cryptographic keys. These kegee created irsuch a
way that it is computationally infeasible to derive one
key from the other. One of the keysnimdepublicly
available to anyone who wishes to communicate with
that user. The other key is kept priveaad never
revealed to anyone elselhis private key issecured
by either placing it in éardwaretoken or further
encrypting it to a passphrase, lmoth. The private
key is thenused bythe principal to digitallysign
data.This digital signaturean later bechecked with
the matching public key t@nsurethat thedata has
not been tampered with and that it originated from the
holder of the private key.

Since theholder ofthe private key is th@nly
entity whocan create dgigital signature thaverifies
with the correspondingpublic key, there is a strong
correlation between a user’s identity and #fdity to
sign with that private key. Thuke public key can

functionasa principle’sidentity in cyberspace

Becausehey provide such strong testimony to
the authenticity of the sender, public-key
cryptographicsystems are becoming very popular
among today’s Internet e-mail users.

The same digital signature technology that
guarantees the identity of the e-msghder can be
used to strongly authenticate users ohetwork
services,too. By having theuser sign arandom
challenge message from the servepgin, theserver
can verify the identity of the user with his public key.
The server randomly creatt®e challenge message to
prevent replay attacksThis process is illustrated in
the following scenario :

5 In practice, a secure hash of the public key, also know as a key
fingerprint , is used to identify the key holder.
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User's
Public Key
User’s
Public/Private
keypair

N

Client

Server

1. The user initiates network service access.

2. The server looks up the user’s public key in
its authentication database. Téwrver then
generates a random challenge string and
sends the challenge to the client.

3. The client digitally signs thechallenge
string and returns the cryptographic
signature to the server. The client atemds
a counter challenge string which ised to
verify the server's authenticity.

4. The servethenchecksthe client’s signature
and, if successful, grants access. It @gms
and returns the client’'s counter-challenge.

This process provides several significant
advantagesover passwortaseduser authentication
systems:

e Since the same kegndpassphrasesed tosign
e-mail messages is alssedfor serveraccess,
the userneed only rememberone passphrase.
This is done without the riskassociated with
passphrase caches.

e Strong user authentication
cryptographic digital signatures.

igorovided by

e Since the user maintains the only secneterial
in the system, compromising server's user
database results in limited damage.

While similar systems have been proposed by a
number of researcherd=VFIFTPDSAl they Jacked the
availability of a widely-accepted key infrastructure.

Systems like PGP
infrastructure.

" already have a large key

” OpenPGP is a proposed internet standard that uses strong
public-key and conventional cryptography to provide security
services for electronic communications and data stordpese
services include confidentiality, key management, authentication
and digital signatures. A subset of OpenPGP is widely in use today
thanks to the popularity of PGP for encrypting Internet mail
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Implementation notes.

0 Replace UAM/PAM to use public keys,
store copy of fingerprint or even
id in access control database.

key-

O system needs only keep copy of key
fingerprint can access key from key
server and verify authenticity by
comparing hash.

O cache keys client keys, since same
users come back.

User Authorization Databases

Maintaining the appropriate level of security can
also introduce a number of management challenges to
server administrators; Keeping track ofuser
authorization databases can quickly become
cumbersome when more tharhandful of servers are
involved.

When a new usewishes to gainaccess to a
server, the system administraemdstheir name and
accesdnformation to theappropriate servedatabase,
but if the user wishes taccess amumber ofservers,
this process must be duplicated on each server.

When a usedeparts from arorganizationeach
of the servers must thenupdated toreflect this
change. Often servethat are managed by different
departments can be overlooked thus creating a security
risk.

Although there are a number of automated
systems in place to replicate or centralize the
authorization databases,they typically share the
following characteristics:

5. The authorization server itself must be physically
secure and thus is the weakest link in the security
chain.

6. Each servemust be in communication with the
authorizationserver to verifyuser identity and
authorizations. This can an unreasonable
requirement for remote sites.

* The authorization server is &teal target fordenial
of serviceattacks, since thegffect all the servers
managed by it.

authorization wishlist
O highly secure
O simple yet flexible authorization

O no synchronization issues
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decentralization of

notrusted servers

authority,

O

automatic expiration of auth
global revokation

the protocols should be secure even if
the network is under the complete
control of an adversary.

resilient to denial of service

Accessibility of remote servers is

transient.

Authorization through certificates.

0 Capabilities base system

0 SPKI ® model for auth certs.

O Policymaket M

0 authorization with a signed permission
slip.

O sysadminissues auth cert with Issuer,
Subject, Delegation, Authorization and
Validity.
cert is presented by user on access.

0 system needs to check sys issuer sig,
challenge user to authorize.

O servers only need admin pub key &

ability to verify sig.

The parts of any certificate necessary for trust
computations can be expressed as up to five fields:
Issuer, Subject, Delegation, Authorization and
Validity.

7. The ISSUER generates and signs the certificate.

8. The SUBJECT is the principal or set of
principals to which thecertificate grants its
authorization.

8 Simple Public Key Infrastructure or SPKI is a proposed internet
standard intended to provide mechanisms to support security in a
wide range of Internet applicationsicluding IPSEC protocols,
encrypted electronicmail and WWW documents, payment
protocols, and any other application which will require the use of
public key certificates and the ability to access them.
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9. DELEGATION is a boolean, indicating if TRUE
that the Subject is allved to delegate the
specified Authorization further.

10. AUTHORIZATION is a structured field
expressing the authorization that thdsrtificate
grants to the Subject.

11. VALIDITY is some combination oflates or on-
line tests specifying the validity
period/conditions of the certificate

0O COMBINE PGP AND SPKI.
O why use pgp format vs SPKI sexprs

O pgp format well know and accepted ,
infrastructure in place

0 code exists for parsing pgp keys,
crypto

O tickets can be transported and
identified in pgp mesage

O why use pgp and not SIMIME

O flexability of key
infrastructure

0 no need for CA. small sites can
self CA

0 Although PGPticket defines auth certs,
ident certs are possible also.

A break with tradition
The PGPtickefarchitecture introduces ehange

in how authorization is managed for network services.

Instead of mairgtining a per-server database of users
names, passwordsand their corresponding access
rights, the system administrator generates a
cryptographically signed authorizatiarertificate or
permission slip valid only for a specific users
signature key. This authorizatiorcertificate is

10.

11.

The usemrequests server access frahe system
admin (possibly a verbal request). The usidrer
provides acopy of his public key or makes the
key available on common key-server. Th@min
verifies the validity of this key.

The administratoigenerateshe PGPticket with
appropriate  authorizations and  validity
information, signing the ticket with theerver
admin key. The ticket is either posted in a public
place or sent by email to the user.

The user retrieves the PGPticket and stores it in a
local ticket database.

The user attempts taccess anetwork service,
the client searchesits ticket databasefor any

tickets pertaining to the servemdsends a copy
of the tickets along with the access request.

The server checks validity of ticket, which entails
verifying the admin signaturand expirationdate

of ticket. The serverthen generates aandom
challenge stringand sendsthe challenge to the
client requesting that it bsigned bythe key
specified in the ticket.

The client signsandreturns thechallenge string
with arandom nonceappendedThe server then
checksthe clients signatureand if successful
grants acceswith the authorizationspecified in
the ticket

PGPticket Architecture
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packet format ~ F¢”

binary / ascii armored
ticket id
multiple subjects vs groups

delegation issues

Possible Attacks

presented upon accessing a restricted service. O Preventing Session Stealing
System 0 &= d any ses_si_o_n over TCP/II_D (vvith or
Admin o Anin without initial user authentication)
i can be hijacked unless it is
protected by encrypton or some
q o continuous message authentication.
0 Public Key (Thats why so many sites now use
Publl(i:;;’ar:\r/ale Server ’\J: OTPS over SSH)
= 0
\ ﬁ—@—-
A il mifE il w
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0 rfc2104 - HMAC: Keyed-Hashing
for Message Authentication

O encrypted links
Example Applications

File Servers
WebServer proxy
Firewalls & VPNs

Screensharing

o o o o od

Linux PAM

Implementations
O PGPticketlib & pgpsdk

O PGPticketmgr

Futures

Ticket Management
auto ticket renewal
ticket revokation
key revokation

g
g
g
g
O key sharingfticket sharing
g

anon users.
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